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 An image encryption and decryption algorithm based on DNA sequence operation and 

logistic map is proposed. A greyscale image of a specified size and a key image of the 

same size generated in a random manner are taken as the two inputs for the encryption 
technique. First, the two images are converted to DNA sequence matrices by encoding 

them. Then using Logistic map two chaotic sequences are generated and are used to 

scramble the positions of the elements in the DNA encoded matrix of the original 
image. The resulting matrix and the DNA encoded matrix of the key image are then 

XORed by using bit by bit XOR operation. Finally decoding the XORed matrix will 

give the encrypted image. The exact reverse process is the decryption. The simulation 
results, the image quality evaluation and the security analysis show that it is a good 

encryption technique with the ability to resist the statistical and exhaustive attacks. 
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INTRODUCTION 

 

Privacy is one of the key issues of information 

security. A third party can be prevented from 

understanding raw data during signal transmission. 

Encryption methods for enhancing the security of 

digital data has gained high significance in the 

current era of breach of security and misuse of the 

confidential information intercepted and misused by 

the unauthorized parties. Nowadays, image is treated 

as one important message form, because images can 

present information visually. Images play an 

important role in the multimedia industry today. 

Images are also video component, because a video is 

essentially composed of a series of images. Currently 

digital images are not only stored in hard disks, flash 

disks, CDs, DVDs, and other portable memory 

devices, but also transmitted through public channels 

such as internet. Storage and transmission of images 

through transmission channels are vulnerable to 

access or interception by unauthorized parties. 

Therefore, it is important to protect the 

confidentiality of images from unauthorized access. 

Image encryption has been used extensively as a 

technique to maintain information security. An image 

generally has a large data capacity, therefore any 

conventional encryption algorithms such as DES, 

AES, Blowfish, Serpent, RC4, RSA, Rabin, etc. are 

no longer suitable for image encryption. Hence new 

algorithms involving techniques suitable for images 

have been developed. One such algorithm used for 

encryption and decryption of images has been 

explained. 

 

1. Related Work: 
Researchers usually combine permutation along 

with diffusion to enhance the security of the 

encryption algorithms. Abir et al. (2012) have 

proposed a novel chaos based method for image 

encryption. A 2D chaotic map is used for shuffling 

the pixel positions of the image, followed by a 

substitution and permutation operation. Though 

memory requirement is high the algorithm is 

considerably fast. Also it has been proved that 

combining the newly evolved DNA technique with 

Chaotic systems greatly improves the protection 

against various attacks. Shiguo Lian et al. (2005) 

have proposed a scheme which combines a block 

cipher and a chaotic map. The experimental results 

show that this algorithm has satisfactory security 

with the advantage of low cost. Quiang Zhang et al. 

(2014) & Zhang et al. (2009) have proposed a new 

image encryption scheme which combines both DNA 

encoding and Chaotic systems. Another algorithm 

which combines a block cipher technique and chaotic 

systems was proposed by Djamal et al. (2013). The 

keyspace was 10
78

 which is large enough to resist 

exhaustive attack. Xin Zhang and Weibin Chen 

(2008) have proposed a new image encryption 

algorithm based on Henon chaotic maps in order to 

meet the requirements of the secure image transfer. 

Xu Shu Jiang et al. (2011) have proposed a new 
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image encryption combining XOR and circular bit 

shift operations. With all the existing techniques in 

mind, an image encryption process that combines 

DNA, Chaos and permutation is combined along 

with the inclusion of XOR operation. Here Chaos is 

introduced by a Logistic map. The following sections 

describe the design, simulation results and analysis 

of the proposed algorithm.\ 

 

2. DNA Encoding and Logistic map: 

a. DNA sequence encryption: 

DNA cryptography is a newly evolved technique 

in which DNA is used as an information carrier 

which makes use of recombinant DNA techniques 

for performing computation. Strands of DNA are 

long polymers of linked nucleotides which are 

millions in number. The nucleotides that form these 

polymers are named after the nitrogen base that 

consists of four bases: Adenine (A), Guanine (G), 

Cytosine(C) and Thymine (T).  The DNA sequence 

is based on these four bases A, C, G and T where A 

and T are complementary to each other and so are C 

and G. In DNA coding, information is expressed by 

this DNA sequence. Here, each base is represented 

by a two digit binary number. As in binary number 

system, 0 and 1 are complementary to each other, we 

can use 00 and its complement 11 and 10 and 11 to 

express the 4 bases. Thus the total number of coding 

combinations is 4! =24. But out of these 24 

combinations, only 8 combinations can be used 

because of the complementary relationship between 

the bases. Table 1 shows the 8 possible combinations 

that can be used. 

 
Table 1: DNA Encoding Rules 

Bases 1 2 3 4 5 6 7 8 

A 00 00 01 01 10 10 11 11 

C 11 11 10 10 01 01 00 00 

G 01 10 00 11 00 11 01 10 

T 10 01 11 00 11 00 10 01 

 

b. Logistic map: 

The logistic map is a polynomial mapping of 

degree 2. It is an example of how chaotic behaviour 

can arise from very simple non-linear equations. 

Mathematically, the logistic map is given by the 

following equation 

 

)1(1 iii xxx                                       (1) 

 

where xi  (0,1) is the iterative value and x0 is the 

initial value. When μ has a range [3.9, 4) it is highly 

sensitive to initial conditions and exhibits chaotic 

behaviour. For μ ≥ 3.57, the sequence X (μ, x0) = {x0, 

x1, x2,...} depend crucially on the initial condition x0. 

Even slight variations in x0 result in highly different 

sequences, which is an important characteristic of 

chaos. Beyond μ = 4, the values eventually leave the 

interval [0, 1] and diverge for almost all initial 

values. In the case of the logistic map, the quadratic 

difference equation (1) describing it may be thought 

of as a stretching-and-folding operation on the 

interval (0, 1). Here the initial conditions are taken as 

μ = 3.905, x0 = 0.25 and y0 = 0.36. 

 

c. DNA sequence XOR operation: 

With reference to the DNA encoding techniques 

a lot of algebraic operation have been performed. For 

e.g. DNA sequence addition, DNA sequence 

subtraction, DNA sequence XOR operations etc. 

Here DNA sequence XOR operation has been 

performed according to traditional XOR used for 

binary sequences. Since the DNA sequences are 

generated using binary sequences, DNA sequence 

XOR operation is pretty easy to perform. 

Corresponding to the  

 
Table 2: DNA sequence XOR operation 

 

XOR 

 

A 

 

G 

 

C 

 

T 

A A G C T 

G G A T C 

C C T A G 

T T C G A 

 

eight kinds of DNA encoding techniques there 

are 8 kinds of DNA sequence XOR operation rules. 

The XOR operation performed in here is given by 

Table2. 

 

3. Proposed image Encryption and decryption 

scheme: 

 

A simple image encryption algorithm 

incorporating DNA encoding, Logistic map and 

DNA XOR operation is discussed here. This 

technique has three parts. First the original input 

image and the key image are DNA encoded, then 

DNA encoded original image is permuted using 

Logistic map. Then the resulting permuted image and 

the key image are XORed.  Finally decoding the 
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third result gives the encrypted image. The algorithm 

is as follows: 

Step1: A 256 x 256 greyscale image is taken as 

the original image. 

Step2: Key image is a random image generated 

using pseudo random sequence generator. Because 

the key image is a random matrix, the correlation of 

key image is relatively low.           

Step3: The original image O (m, n) and key 

image K (m, n) are taken as the input images where 

m and n are the rows and columns of the images. 

Step4: Both the images are converted into binary 

matrices and are DNA encoded using 3rd DNA rule. 

The resulting matrices are Oe and Ke.          

Step5: Two chaotic sequences x = (x1, x2,..., 

x4n), y = (y1, y2,…, y4n), are generated through 

Logistic map under the condition that initial values 

are x0, y0 and μ. 

Step6: The two sequences are then sorted in 

ascending order using the function  

 
)(],[

)(],[

ysortfyly

xsortfxlx




                                                    (2) 

where fx is the new sequence and lx is the index 

value of fx. 

Step7: The two index values lx and ly are then 

taken as (lx, ly) and DNA encoded original matrix is 

scrambled and Oe is obtained. 

 

 
Fig. 1: Block diagram of Encryption process 

 

 

 

 

 

 

 

 

 

 

Fig. 2: Block diagram of Decryption process 
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where i = 1,2,…, m and j = 1,2,…, n x 4. 

 

 Step8: Then Oe and Ke are XORed using the 

DNA sequence XOR operation 

 

))(),((),(),( jlyilxKeXORjiOejiOe                 (4)    

 

where i=1,2,…, m/4 and j=1,2,..., n; 

Step9: Finally using the 4th DNA rule the image 

is decoded to obtain the encrypted image. 

The exact reverse process is carried out to 

perform decryption. The secret keys and the key 

image are obtained from the sender before 

decryption.                     

 

4. Simulation results and analysis: 

In this project a standard 256 x 256 ‘Lena’ 

image is used as the input image. And the key image 

is generated by a random function. Matlab 7.1 is used 

to simulate the experiment. The parameter values 

have been set as follows x0 = 0.25, y0 = 0.36 and μ = 

3.905.The original image and key images are as 

shown in the Fig.3 (a) and Fig.3 (b). The encrypted 

and decrypted images are as shown in Fig.3(c) and 

Fig.3 (d). 

a. Security analysis: 

1. Ability to resist exhaustive attack: 

There are two techniques which are used to 

evaluate whether the encrypted image can resist 

exhaustive search attacks such as brute force attack. 

In order to know that the encrypted image can resist 

the exhaustive attacks it should be proven that it has 

a large key space and high sensitivity to initial 

conditions. 

 

(a) Secret key space analysis: 

Secret key space analysis is done to know 

whether the algorithm is capable of resisting brute 

force attack. For enhancing the capability to 

withstand the brute-force attack, the key space 

should be large enough. In this algorithm the initial 

values of Logistic map are considered as the secret 

keys. So there are three secret keys i.e. x0, y0 and μ 

in total. The precision here is half precision binary 

floating point number. Hence it ranges from 10
-15

 to 

10
15

. If the precision is taken as 10
-15

 then the key 

space is calculated as follows 

Original image 

DNA encoding 

DNA encoding 

Key image 

Encrypted 

image 

DNA decoding 

Scrambling 

(Logistic map) 

XOR 

Encrypted 

image 

DNA encoding 

DNA encoding 

Key image 

Decrypted 

image 

DNA decoding 

De-Scrambling 

(Logistic map) 

XOR 
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10
15 

x 10
15 

x 10
15

 = 10
45

  

From the above calculation we can know that the 

key space is large enough to resist exhaustive attacks. 

The key image can also be used as a secret key to 

enhance the efficiency of the algorithm.     

 

(b) Secret key sensitivity analysis: 

The sensitivity analysis is done to calculate how 

much the algorithm is sensitive to changing initial 

conditions. In this algorithm Logistic map is used for 

scrambling the pixels. One important character of 

chaos is the high sensitivity to the initial values. In 

implementation of this algorithm a slight change of 

an arbitrary parameter (say x0) in secret keys will 

affect the results obtained from encryption and 

decryption. In order to test the sensitivity a slight 

difference in the key is incorporated for decryption. 

In Fig. 3(d) the decrypted image for x0 = 0.25 is 

seen. A value of 0.001 is added to x0. So when x0 = 

0.251 the decrypted image is not even close to the 

original image which is shown in Fig. 3 (e). The 

other secret keys are unchanged. From Fig. 3 (d) and 

3 (e) it can be concluded that only if the encryption 

keys are consistent the image can be decrypted 

correctly. It is proved that the algorithm is capable of 

resisting exhaustive attacks and is highly sensitive to 

the secret keys.     

 

b. Ability to resist statistical attack: 

In order to show that the algorithm has good 

resistance against statistical attacks ie; extracting 

useful information from the statistical parameters of 

the image such as histogram, mean, correlation and 

entropy the following three techniques are used. 

 

(a) Grey histogram analysis: 

Histogram shows distribution of pixel intensities 

of an image. To prevent statistical attack, the 

histogram of the original image and histogram of 

encrypted image should not be similar. Relatively 

uniform distribution of the cipher-image is an 

indication that the image encryption algorithm has a 

good security. Figure 4 (a) and (b) show histograms 

of image 'Lena' before and after encryption. 

Comparing the two histograms it can be found that 

the pixel grey values of the original image are 

concentrated on some values, but the histogram of 

the encrypted image is very uniform. From the 

histogram of the original image anyone can extract 

useful information. But from the histogram of the 

encrypted image nothing can be deduced since all the 

values are concentrated at a certain point. Clearly, it 

is difficult to use the statistical performance of the 

pixel grey value to recover the original image. 

      

                 

                                                                    
                                    (a)                                                              (b)    

                                                                     
                                         (c)                                                                (d) 

                                                             
 

                                                                           (e) 

Fig. 3: Experimental results (a) Original image (b) Key image (c) Encrypted image (d) Decrypted image (e) 

Image decrypted under a wrong key image 
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                                                 (a)                                            (b) 

                   

Fig. 4: (a) Histogram of Original image (b) Histogram of Encrypted image   

 

(b) Correlation coefficient analysis: 

Statistical correlation is a measure of strength of 

the linear relationship between two random variables. 

Let x and y be two random variables, each consisting 

of n elements,  correlation coefficient of the two 

random variables is calculated by equation: 

)()(
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                                            (5) 
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To determine the correlation of pixels in an 

image, the correlation coefficient between two 

horizontally neighbouring pixels [f (x, y) and f (x, 

y+1)], two vertically neighbouring pixels [f (x, y) 

and f(x+1, y)], and two diagonally neighbouring 

pixel [f (x, y) and f (x+1, y+1)] are calculated first. 

Randomly 3000 pairs of neighbouring pixels are 

selected in each direction (vertical, horizontal, and 

diagonal), each for original image and encrypted 

image. The correlation coefficients for image is 

calculated by equation (5), where x and y are pixel 

values of two neighbouring pixels. In any natural-

image, neighbouring pixels have a strong linear 

relationship. It is characterized by a high correlation 

coefficient (close to +1 or -1). The Fig. 5 shows the 

distribution of neighbouring pixels. Fig. 5 (a), (c), (e) 

show the distribution of the original image. From the 

distribution of the original image it can be observed 

that the neighbouring pixels values were around 45° 

diagonal line, which indicates a strong correlation 

between the pixels. In contrast, from the Fig. 5 (b), 

(d) and (f) it can be seen that the values of encrypted 

image are spread evenly throughout the plane, which 

indicates that the pixels in it are no longer correlated. 

Table 3 shows that it is true that the correlation 

coefficient of the original image is close to 1, while 

the correlation coefficient between neighbouring 

pixels are close to zero for the encrypted image. This 

means that there is very less relation between 

adjacent pixels in the encrypted image. Hence it is 

very difficult to deduce any useful information from 

the encrypted image. It can be deduced that the 

encryption algorithm is successful in making the 

correlation of pixels in the encrypted image weak or 

close to zero. 

 

(c) Information entropy analysis: 

With reference to information theory, entropy 

states the degree of uncertainty in a system. Entropy 

of message m is calculated by the following 

equation:   

 


L

i
ii mPmPmH

0
2 )(log)()(                            (6)  

 

where mi is the i
th

 grey value for an L level grey 

image, P (mi) is the emergence probability of mi, 

such that      

 


L

i
imP

0
1)(  

Entropy is expressed in units of bits. Random 

messages should have an ideal entropy equal to 8, 

while in less random message its entropy is less than 

eight. If the entropy is less than eight, there are 

degrees of predictability, which is a threat to 

security. Encrypted images can be viewed as random 

images, so the entropy should ideally be 8. In the 

greyscale image there are 256 grey values (m0 = 0, 

m1 = 1,..., m255 = 255) and probability of each grey 

value is calculated from its histogram. For encrypted 

image the entropy is 7.9883 which  is very close to 8 

which means that the encryption algorithm is safe 

from entropy attack that predict the information 

present in the image.Thus from the above three 

techniques it can be proved that the algorithm is 

strong enough to resist statistical attacks. The 

statistical parameters of the encrypted image conceal 

all the useful information and make it difficult to 

obtain the original image. 
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Table 3: Correlation Coefficient Values 
 Horizontal Vertical Diagonal 

Plain image 0.9411 0.9704 0.9241 

Cipher image -0.0143 -0.0276 0.0285 

             

 
 

Fig. 5: Distribution of pixels of original and encrypted image [(a) and (b)] horizontally adjacent, [(c) and (d)] 

vertically adjacent and [(e) and (f)] diagonally adjacent pixels. 

 

b. Image quality evaluation: 

Several image quality evaluation methods for 

assessing the quality of the decrypted image are 

available. Mean Square Error (MSE) and Peak Signal 

to Noise ratio (PSNR) are used to evaluate the 

quality of the images in this paper. 

 

1. MSE- Mean Square Error: 

The mean-squared error (MSE) between two 

images g(x, y) and g’(x, y) is given by 

  


M

n

N

m
MSE mngmng

MN
e

1 1
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1
          (6)     

   

2. PSNR – Peak Signal to Noise Ratio: 

Peak Signal-to-Noise Ratio (PSNR) avoids this 

problem by scaling the MSE according to the image 

range. 
















MSEe

s
PSNR

2

log10                                        (7)  

 

The PSNR measure is also not ideal, but is in 

common use. Its main drawback is that the signal 

strength is estimated as s
2
, rather than the actual 

signal strength of the image. PSNR is a good 

measure for comparing restoration results for the 

same image. On evaluation of the encrypted and 

decrypted images, it is found that the PSNR is 

infinity in the sense that the noise is zero. This zero 

value of PSNR indicates that the algorithm is pretty 

good and efficient against noise. . It was found that 

the use of algorithm hasn’t deterred the quality of the 

images. Two images were evaluated and the results 

were good. Both the images had zero MSE and 

PSNR as infinity which proved that the technique 

was really good without any error. The encryption 

and decryption of both the images are shown in Fig 

6. The MSE values of both the images are found to 

be 0 and correspondingly their PSNR values were 

obtained as infinity which means there is no noise in 

the image. 
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Fig. 6: Lena Image- (a) Original image (b) Encrypted image (c) Decrypted image, Cameraman image - (d) 

Original image (e) Encrypted image (f) Decrypted image. 

 

Conclusion: 

In this paper an image encryption algorithm 

based on DNA sequence operation and Logistic map 

was proposed. The chaotic system was generated 

using Logistic map. It has many fundamental 

characteristics, such as natural concealment, high 

sensibility to initial condition and it is difficult to 

predict. Meanwhile, DNA computing has been of 

great concern recently. DNA computing has many 

advantages, such as high speed, energy efficiency, 

and economical information storing. DNA sequence 

XOR operation was used to scramble the original 

pixel values. From the experimental results and 

security analysis it is proved that this algorithm is 

highly resistive to statistical attack and exhaustive 

attack. It also has large key space and the keys are 

highly sensitive to initial condition and system 

parameters. This algorithm can be modified by using 

different DNA sequence as secret key. All these 

features show that the method proposed is very 

suitable for digital image encryption. In order to 

increase the efficiency of this algorithm encryption 

followed by compression can be done. 
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